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Add role

Role details Role permissions

Rale title®

(Suppmt level 1 access ]

22/100

Description ‘

0/250
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Add role
Role details Role permissions Role assignments Role history

asa Permissions with the account icon only have an effect if applied at account level.

search Q
v Account permissions Account
Account
Manage account settings F9 [ % Disabled -
Audit log Update the settings for the account in the portal,
Device groups Manage billing details sa X Disabled -
Manage the account's billing details.
Roles
e .
User groups Manage device licences saa X Disabled o
Move devices into and out of the Unassigned device group.
Users
o Manage legal agreements aaa X Disabled o
RgarcP=Upernizsons Manage Terms of service and privacy policy updates.
Managed devices
Manage on-demand licences =2 X Disabled -
~  On-demand permissions Assign and unassign on-demand licences to other users in your organisation.
On-demand devices
Audit log
. .
View audit log saa X Disabled o
View the audit log entries in the portal.
Device groups
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Role details Role permissions Role assignments Role history

asa Permissions with the account icon only have an effect if applied at account level.

Search Q
~  Account permissions Account
A it
ceoun Manage account settings & [ % Disabled o ]
Audit log Update the settings for the account in the portal.
Device groups Manage billing details sma % Disabled -
Manage the account's billing details.
Roles
. .
User groups Manage device licences sas X Disabled o
Move devices into and out of the Unassigned device group.
Users.
o Manage legal agreements <aa X Disabled o
~  Managed permissions Manage Terms of service and privacy policy updates.
Managed devices
Manage on-demand licences asa % Disabled -
~  On-demand permissions Assign and unassign on-demand licences to other users in your organisation.
On-demand devices
Audit log
View audit log sea X Disabled -
View the audit log entries in the portal.
Device groups
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Account

Manage account settings F

X Disabled -
Update the settings for the account in the portal,
Manage billing details saa % Disabled -
Manage the account’s billing details.
Manage device licences sxa X Disabled -
Move devices into and out of the Unassigned device group.
Manage legal agreements & % Disabled =
Manage Terms of service and privacy policy updates.
Manage on-demand licences saa [ % Disabled - ‘

Assign and unassign on-demand licences to other users in your organisation.
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Audit log

View audit log saa X Disabled v
View the audit log entries in the portal.

HAFRO B71 Z2Eo| A 2 o =S SLIO

ClHfo|A O &
Device groups

Delete device groups % Disabled -
Delete device groups in the portal.

Manage device assignment rules sas

X Disabled -
Create, edit and delete device assignment rules in the portal.
Manage device group settings % Disabled -
Update the settings associated with a device group in the portal.
Manage device groups X Disabled -
Create and edit device groups In the portal.
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Roles
Delete roles saa % Disabled - ]
Delete roles in the portal.
Manage role assignments «fa X Disabled < ]
Assign and unassign roles for users at both the account and device group levels.

Manage roles &2 X Disabled - ]
Create and edit roles in the portal.
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User groups

Delete User groups aea
Delete user groups in the portal.

X Disabled - ]

Manage user groups ssa
Create and edit user groups in the portal.

X Disabled v ]
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Users

Delete users aaa X Disabled
Delete users from the portal.

Edit users asa X Disabled
Edit the details of other users in the portal.

Invite Users asa % Disabled
Invite new users via email.

Manage user 2FA a2a X Disabled
Manage the 2FA of other users in the portal.
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Managed devices

S|
S

&t

Access clipboard

X Disabled -
Access the clipboard feature of managed devices.
Access installers X Disabled -
Access the installers for managed devices in the portal.
Blank the screen X Disabled -
Blank the screen of managed devices.
Chat X Disabled -
Chat with managed devices.
Delete devices X Disabled -
Delete a managed device from the portal.
Edit device details X Disabled -
Modify editable details of a managed device, e.g. display name.
File transfer % Disabled -
File transfer to managed devices.
Message X Disabled ~
Message managed devices.
Move devices X Disabled -
Move a managed device between device groups in the portal.
PowerShell ¥ Disabled -
Use PowerShell for managed devices.
Registry Editor ¥ Disabled -
Use the Registry Editor for managed devices.
Remote control X Disabled -
Remote control managed devices.
Sereenshot X Disabled -
Take a screenshot of managed devices.
Send Ctrl+Alt+Del X Disabled -
Send Ctri+Alt+Del to managed devices.
Task Manager [ X Disabled - ]

Use the Task Manager for managed devices.
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On-demand devices

E

E

Access clipboard <2a X Disabled -
Access the clipboard feature of on-demand devices.
Chat sea X Disabled -
Chat with on-demand devices.
Elevate sessions saa X Disabled <
Elevate their session with an on-demand device.
Filetransfer saa X Disabled -
File transfer to on-demand devices.
.

Message <l X Disabled -
Message on-demand devices.
PowerShell afa X Disabled -
Use Powershell for on-demand devices. Requires Elevate sessions permission.
Registry Editor <aa X Disabled -
Use the Registry Editor for on-demand devices.
Remote control aaa X Disabled o
Remote control on-demand devices.
Screenshot saa X Disabled =
Take a screenshot of on-demand devices.
Send Ctrl+Alt+Del aia X Disabled -
Send Ctri+Alt+Del to on-demand devices. Requires Elevate sessions permission.
Task Manager afa X Disabled -
Use the Task Manager for on-demand devices.
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®Z Dashboard / Account / Roles /

Role assighment

o Select role o Select user groups e Select users o Select device group

@ Select the role(s) you wish to assign.

Search

Global Administrator
Managed User

On-demand User

oo0o®s0O

Support level 1 access

=
=
5. A5 G s 2ot E ALEA AES WER LT

®2 Dashboard / Account / Roles /

Role assignment

0 Select role o Select user groups e Select users o Select device group

@ Select the user group(s) you want to assign the selected role(s) to.

Search

Select all

IT Administrators

Team Leaders

Tech Support level 1 access
Tech Support level 2 access

UK Support team

(< R R

US Support team

oA Agts LEot2i® FZ0M AERE HE L CL
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®2 Dashboard / Account / Roles /

Role assignment

o Select role 9 Select user groups e Select users ° Select device group

@ Select the user(s) to assign to the role(s) you selected in step 1.

Search

Select all

Emma Jones - (e.jones@nslcorp.com)
James Green - (j.green@nsl.corp)

Mark Smith - (m.smth@nslcorp.com)

<

< II:I CE A EH"'I. St} | |I'|X I |
= =0 = = AR = 2CMHEES MENSHH 20| AE ©A o
SRR | |- Al‘ol | |. |A = | 'c‘>'I-L__I-‘“|. "'I.Ol = I.EO LSHE| | |-
MEE L & ClBto|A OF0 2ot otel A8 A5 = ZE L CH
82 Dashboard / Account / Roles /
Role assignment
o Select role 9 Select user groups o Select users o Select device group
@ Select the device group(s) you want to assign the selected role(s) and user(s) to. Choosing the Account option will apply the assignment everywhere. Assigning to a parent device group will automatically include
child groups.
Search Q

v [ s2a Account/ On-demand
~ [J m Germany
i [J & Munich
~ [ m japan
i [J B North office
v O mu
i D Cambridge office
: O oxford office
v [0 musa
: ] B Eastcoast

D B west coast

Total 1 items. ~ Create
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Role assignment - Support level 2 access

o Select user groups — e Select users ——— e Select device group

@ Select the user group(s) you want to assign the selected role(s) to.

‘ Search

Select all

IT Administrators

Team Leaders

Tech Support level 1 access
Tech Support level 2 access
Test user group

UK Support team

Oo0oD0D0O000 O

US Support team
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Role assignment - Jane Neal

° Select role

@ Select the role(s) you wish to assign.

e Select device group

Search

Global Administrator
Managed User
On-demand User
On-demand User (Cloned)

Support level 1 access

Total 5 items.

o &S A& 58 AHEAL AF0 otLt 0]l &2] o
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Role assignment - Tech Support level 1 access

o Select role a Select device group

(® select the role(s) you want to assign to this user group.

‘ Search

Global Administrator
Managed User
On-demand User

On-demand User (Cloned)

I I B W A

Support level 1 access

Total 5 items. - Next
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Role assignment - Japan

o Select role o Select user groups

@ select the role(s) you want to assign for this device group.

2s g LCh

Search

Global Administrator
Managed User
On-demand User
On-demand User (Cloned)

Support level 1 access

Total 5 items.

I I I I A
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G

2 Dashboard

2 Dashboard / Account §

Roles

Search

.

(BOrroductiour ) @ € © @ @

25 Role assignment + Add role

a|

@

v . Account
Some roles are pra-defined below for you to use - or, to create a new role, select Add role. To view 3 role's details, select it from the list below. From here. you can also assign usersiuser groups to individual roles. If you need to perform

#. Installers. @ multiple role assignments, you can use the Rale assignment option.
- Users O mName Actions
# User groups 1) Global Administrator
O ] o @
ole has permissions tion
23 Roles =
[ G managed user [LI]
® Device assignment This role has the permissions required to perform support sessions with managed devices
On-demand User
== Billing O Eﬂ & m
This role has the perm lemand support sessions
Settings 2] Support level 1 access
% Auditlog
=* on-demand Create
0 Managed
], Unassigned
 Favourites
@ In session
> W Germany
> I japan
> @ Support
> WK
- Selected 0 out of 4
o . .
co= = 12 =2 d .

On-demand User

Role details Role permissions Role assignments Role history

— Role title*

On-demand User

147100

Description

This role has the permissions required to perform on-demand support sessions.

£

77/250

=D &
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On-demand User

Role details Role permissions Role assignments Role history
Action Object Actioned by Date
[ Device group: Germany
Role assignment added from user group 253 Role: On-demand User Emma Wright 21/05/26, 10:46

Access control / Role assignment
&, User group: Team Leaders
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